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Abstract
Technological innovation has reshaped the way people 
interact with one another. In the distance past, people had 
to communicate face-to-face and had to be physically 
present for activities such as trade to occur. In the 
contemporary era, technology and internet has made it 
possible for economic activities to process without the 
need of individuals to be physically present. Not only has 
advanced technology reformed the function of economic 
activities but also financial interaction. The introduction 
to electronic finance (hereafter e- finance) rearranged 
the way financial system function. As defined by Allen, 
James and Strahan (2002), e-finance is “the provision 
of financial services and markets using electronic 
communication and computation”. Unlike traditional 
transaction which uses physical money as a mean of 
exchange, e-transaction replaced money with digital 
money (also known as e-money). Moreover, with the 
rapid technological development, debit and credit cards 
has been replaced by smartphones. In combination of both 
smartphones and e-money, payments are done through 
apps like Apple Pay, Samsung Pay, Android Pay and 
Alipay (Zhi Fu Bao). These payment methods are not only 
efficient but also convenient for consumers and financial 
system. Specifically, financial transactions can be easily 
tracked (hence more transparency) and faster processing 
time in contrast to having to queue at banks to make 
deposits or withdrawal (Shahrokhi, 2008). Regardless of 
the positive impact that technological innovations have 
on financial system, limited information on the potential 
negative impacts, particularly financial crises, is still 
absent.
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INTRODUCTION
Technological innovation has reshaped the way people 
interact with one another. In the distance past, people had 
to communicate face-to-face and had to be physically 
present for activities such as trade to occur. In the 
contemporary era, technology and internet has made it 
possible for economic activities to process without the 
need of individuals to be physically present. Not only has 
advanced technology reformed the function of economic 
activities but also financial interaction. The introduction 
to electronic finance (hereafter e- finance) rearranged the 
way financial system function. As defined by Allen, James 
and Strahan (2002), e-finance is “the provision of financial 
services and markets using electronic communication and 
computation”. In other words, e-finance uses technology 
as its primary tool to conduct financial activities such as 
electronic transactions (e-transaction). Unlike traditional 
transaction which uses physical money as a mean of 
exchange, e-transaction replaced money with digital 
money (also known as e-money). Moreover, with the 
rapid technological development, debit and credit cards 
has been replaced by smartphones. In combination of both 
smartphones and e-money, payments are done through 
apps like Apple Pay, Samsung Pay, Android Pay and 
Alipay (Zhi Fu Bao). These payment methods are not only 
efficient but also convenient for consumers and financial 
system. Specifically, financial transactions can be easily 
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tracked (hence more transparency) and faster processing 
time in contrast to having to queue at banks to make 
deposits or withdrawal (Shahrokhi, 2008). Regardless of 
the positive impact that technological innovations have 
on financial system, limited information on the potential 
negative impacts, particularly financial crises, is still 
absent. Hence, the research question of this paper asks: how 
does the use of e-finance as a mean to facilitate economic 
growth generates a more vulnerable financial environment 
which in turn promotes financial crises? To answer this 
research questions, the following of the paper focus on 
three aspects in terms of financial regulation, internet 
security and illegal criminal acts, and monetisation.
1.  EFFICIENCY OF E-FINANCE
E-finance has generated a more efficient and rapid 
economic growth by targeting major contributors to 
growth. Scholars (Jungmittag, 2004; Sassi & Goaied, 
2013) with different regional focus have commonly 
argued that financial and technological developments 
have promoted economic growth overtime. Specifically, in 
the case of the MENA (Middle East and North America) 
countries, statistical result has demonstrated that when 
countries reaches a certain development threshold in 
terms of finance and technology, economic growth would 
occur (Sassi & Goaied, 2013). Therefore, it is evident that 
there is a positive relationship in the sense that financial 
development promotes economic growth. However, before 
we proceed to the list of positive impacts that e-finance 
has on economic growth, it is important to understand 
what constitute to growth itself. Economic growth is 
often measured in terms of gross domestic product (GDP) 
which includes an economy’s total income, expenditure 
and the “output of goods and services” (Mankiw, 2011, 
p.532). Furthermore, growth is determined by the 
additional increase in GDP of current year in contrast to 
previous years. For instance, if country A has 12% more 
GDP in contrast to the previous year, it is perceived as 
economic growth. In general, economic growth is driven 
by economic outcomes which is facilitated through 
production (including production cost, productivity and 
many more).
Knowing that production plays as one of the major 
contributors to economic growth, e- finance disguise 
itself to enhance production in various ways. Firstly, 
e-finance reduces communication cost which in turn 
decrease asymmetric information and marginal cost 
of production (Allen, McAndrews, & Strahan, 2002; 
Meijers, 2014). Greater production of goods and services 
in terms of quantity are achieved through the low levels 
of marginal cost. That said, when lowering the marginal 
cost of production, this would result in greater profits 
and more production. In turn, fuels economic growth 
to a certain extent. Secondly, e-finance minimizes 
transaction processing time and provide greater access 
to global financial market. On one hand, limiting 
transaction process time improves the speed and volume 
of information being transferred across borders. On the 
other hand, easier access to global financial market allows 
countries, especially developing ones, to gain access to 
capital. As argued by Shahrokhi (2008), access to capital 
does not only bring about financial opportunities but 
also uses the opportunities as a source to further improve 
and enhance domestic financial institutions and system. 
Since capital is an essential source of input in production 
(especially capital-intensive goods), the ability to transfer 
capital across with lower time constrain, increases 
productivity. Thus, greater productivity equivalents to a 
more efficient production hence spur economic growth. 
Lastly, e-finance has fostered a limited regulation 
financial environment that has led to the lowering of entry 
barriers. Competitive market is often associated with low 
entry barrier because there are greater participant such 
as firms and individuals (Zekos, 2004; Semaan & Drake, 
2011). Since firms are profit maximizers, they would 
compete with one another and eventually, under a perfect 
competition market, an equilibrium will be met. Such 
competition is essential in keeping the market healthy. 
More importantly, competition is a key driving source for 
innovations, productivity and economic growth (Godfrey, 
2008). Hence, e-finance indirectly promotes economic 
growth via facilitating a competitive market which results 
in productivity and growth.
Benefits and advantages of e-finance are noteworthy 
however, underlying potential threats and risks should 
also gain equal or even greater attention. In the following, 
this paper would provide an overall understanding of 
the unforeseen potential threats and risks on global 
finance. More importantly, in-depth analyses on the ways 
these threats or risks would evolve into financial crises 
bubbles and triggers. Specifically, the area of focus would 
surround financial regulation (or deregulation), financial 
crimes and monetization.
2.  REGULATION (OR DEREGULATION) 
OF E-FINANCE
Regulating financial institution and intermediary 
(especially banks) has been prominently essential 
throughout history. Even though, e-finance has proven that 
deregulation is beneficial as it stimulates a competitive 
market. However, the lack of regulation does not 
ensure a risk-free financial environment. Contradictory 
arguments have pointed out the strengths and weaknesses 
of financial regulation. On one hand, some scholars 
(Shay and Lawrence 1986; Shahrokhi, 2008) argued 
that financial regulation is exceptionally crucial for 
financial stability. Particularly, financial regulation plays 
the role of a guardian that assist institutions in dealing 
with financial and banking risks. More importantly, 
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financial regulation maintains financial stability through 
supervising and preventing financial intermediaries from 
being too exposed to asymmetric information (Claus, 
Jacobsen, & Jera, 2004). On the other hand, financial 
regulation in particular prudential financial regulation, 
has proven itself to be relatively fragmented and weak in 
light of post-1970s financial crises (Helleiner, Pagliari, & 
Zimmermann, 2009). Even though weaknesses do exist 
within the regulatory system itself but evidences showed 
that some regulation is still required. The primary reason 
for regulating financial intermediates can be understood 
through three issues: consumer protection, systemic risk 
and moral hazard that arise from the “security” of the 
government (Cecchetti, 1999).
As noted above, instead of enhancing regulations, 
the nature of e-finance has increase financial regulators’ 
challenge in monitoring and regulating the financial 
system. This is problematic because the purpose of 
regulation was to deal with a series of risks that can 
easily result in causing or triggering the collapse of the 
financial system. As a result, entering of another global 
financial crisis. Amongst countless triggering risks, the 
most important one is systemic risk. As defined by Allen, 
Babus and Carletti (2010), systemic risk is “a situation 
where many (if not all) financial institutions fail as a 
result of a common shock or a contagion process”. Even 
though, the main purpose of having financial regulation 
was to prevent systemic risk but measures to counter it 
are targeted towards the sub-risks that overtime forms 
systemic risk bubble. As identified by Allen and Carletti 
(2013), systemic risks encompass four sub-risks and one 
of those risks is banking panics. Banking panics can be 
understood as a contagion effect, is an event when one 
bank experience a bank run which triggers other banks 
(insolvent and even solvent ones) to experience the same 
situation. Such event is often the result of “a large increase 
in asymmetric information in financial market” (Buckle & 
Beccalli, 2011, p.54). Though, it is true that e-finance has 
reduce asymmetric information by increasing transparency 
(easier access to information) but it does not guarantee 
that parties have absolute information in regards to their 
trading partners. It is unpreventable that false information 
will be surfacing in the environment (Shahrokhi, 2008).
This is empirically proven when looking at the 
case of Sweden’s bank run. In the year 2008, a twitter 
rumor started spreading, claiming that Swedbank 
and Skandinaviska Enskilda Banken (SEB) were in 
“unhealthy” condition. This led to depositors panicking and 
have forced them to withdraw their money (Greve, Kim, & 
The, 2016). Neighbouring countries were greatly affected 
especially Latvia. Latvians were quick to withdraw their 
money from Swedbank which resulted in sudden bank 
run. Knowing that sudden bank run is very unhealthy for 
banks and the economy, Latvian regulators responded 
and claimed that the banks were not in bad conditions and 
people should not be too worried. Regulators were able to 
settle the rumor and panics of its people before the situation 
worsen (n.a. 2011). From Swedbank’s case, it is evident 
that without the regulators providing accurate information, 
the on-going bank run could have resulted in bank panic 
which would lead to the increase in systemic risk (Mishkin, 
1992; Buckle & Beccalli, 2011; Greve, Kim, & The, 2016). 
In turn, the worsening of systemic risk will eventually lead 
to the collapse of the financial system and hence, economic 
downturn and another global financial crisis.
Another reason that explains the need for financial 
regulation is the rise of moral hazard, driven by 
government guarantees. Initially, government guarantees 
mainly served the purpose of protecting consumer and 
to reduce systemic risk. In particular, guarantee was 
made in the form of deposit insurance where financial 
intermediates would provide a certain amount of capital 
to the central bank. If the bank fails to pay its debt, which 
affects its depositors, the central bank would then use the 
capital that was set aside to pay back to those affected 
depositors (Cecchetti, 1999; Buckle & Beccalli, 2011). In 
other words, guarantee act as a safety net that protects the 
financial system and economy when facing bank failures. 
Yet, due to the sense that the safety net would to some 
extent “protect” the depositors and banks, those actors 
are more likely to place their money in higher returns 
of interest rates. Higher interest rate returns tend to be 
associated with riskier banks that consist of risk-taking 
managers (Cecchetti, 1999). Those risk-taking managers 
are more likely to take on risky projects or investments. 
Thus, regulators need to carefully monitor the actions 
of those insured institution. Monitoring and regulating 
these institutions is easier said than done. Banks tend to 
try and avoid being monitored and regulated. The use of 
e-finance, or the internet, made it exceptionally easier for 
banks to avoid being monitored and regulated (Nsouli & 
Schaechter, 2002). Furthermore, the availability of cross-
border activities allows banks to shift their activities 
abroad. Hence, increases the difficulty for regulators to 
monitor the banks and institutions. In sum, e-finance 
makes it harder for regulators to prevent detrimental 
effects (which can result in financial system breakdown 
that translate into a financial crisis) caused by systemic 
risks and moral hazard. The nature of e-finance does 
not only make it harder to regulate financial institutions 
but also attracts more “electronic risks” that directly or 
indirectly threatens the financial system.
3.  INTERNET SECURITY, ILLEGAL AND 
CRIMINAL ACTS
Rapid growth of technology brought along more criminal 
activities that threatens the privacy and security of 
individuals and firms. The integration of e-finance as a 
core-acting system have also lured hackers and frauds 
into committing financial crimes. The fact that, by 
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2005, online banking took up 50% of the total banking 
transactions in industrial countries and 10% in emerging 
markets demonstrated the strong reliance on e-finance 
(McNevin, Kellermann, & Glaessner, 2004). With the use 
of internet and computer, e-finance was able to provide a 
more efficient financial service throughout the world. It is 
obvious that internet and computer have been an effective 
channeling tool for e-finance however, the underlying 
risks associated with this channel can also threatens the 
reputation of e-finance. That said, the challenges faced 
by e-finance are electronic related risks. Since internet 
provides mainly “open networks”, anyone can use the 
system to gain access and cause disruption to institutional 
websites and databases such as government, hospitals and 
financial systems (McNevin, Kellermann, & Glaessner, 
2004). Disruption is one of the common act performed by 
hackers. A much serious crime, namely cybercrime, by 
hackers and frauds is the stealing of financial capitals from 
financial institutions, individuals or even businesses. It has 
been estimated that in 2002, United States’ financial losses 
caused by cybercrime was worth about US$265 million 
(Zekos, 2004). In addition, amongst the US$265 million, 
the financial losses by international banks was US$47,000 
and of which 60% were due to retail banking (McNevin, 
Kellermann, & Glaessner, 2004). Financial losses in 
relations to e-finance and e-commerce continued to occur 
over a range of periods and countries. The significance 
of these losses can be detrimental to the financial system. 
More importantly, the interconnectedness brought by 
e- finance’s channel (the internet) makes finance more 
vulnerable towards being exposed to spillover risks or 
worse, more prone in formulating a global financial crisis. 
In the following, we will be exploring the electronic risks 
that are potentially threat towards the finance.
One of the key risk that is associated with internet 
security and criminal crimes was operational risk. As 
defined, Operational risk is the “risk of loss resulting from 
the inadequate or failed internal processes, people and 
systems or from external events” (BCBS, 2005, p.140). In 
other words, operational risk is the failure of the system, 
internally or externally. Internal causal-factors, obviously, 
arises from within an organisation or institution. Thus, 
size and impact of an operational risk is predetermined 
by the complexity and magnitude of the financial 
institution’s organisation or business (RSA, 2013). As 
for external causal-factors, it would be beyond-system 
disruptions such as hacking, theft and forgery. In the 
context of e-finance, hacking activity on financial system 
is predominately active and often causes serious system 
disruptions. In the case of Canadian banking system, 
the fragility of its payment system can lead to severe 
shortfalls on its liquidity. Specifically, any disruption 
or dislocation within the payment system would trigger 
liquidity risk in Canada’s financial institutions (McPhail, 
2003). Indeed, this case is considered as slightly more 
severe case however, it is due to the weakness of the 
system itself. In general, hacking of financial system 
would only trigger a less severe operational risk or to a 
lesser extent, would only cause slight disruption. More 
importantly, majority of external factors are detected by 
organisation and firm’s security software such as firewall. 
Of course, hacking is not the only external factor that is 
easily driven by the nature of e-finance. Generally, any 
information technology (also known as IT) disruptions 
would also lead to serious impact on the institution or even 
the financial system. In the case of MasterCard computer 
virus, one of its computer got attacked by a virus. This led 
to the loss of customers’ data which were eventually used 
to operate fraudulent activities (Jongh et al. 2013).
Unlike external factors, internal ones have greater 
and much more severe impact on the organisation or 
business which has a higher chance of causing financial 
instability or worse, a financial crisis. There are many 
internal factors which includes fraud, impersonation, 
embezzlement and insider’s trade. At times, hacker(s) 
would collaborate with company staff(s) in committing 
fraud. As mentioned previously, external fraud (through 
hacking) has a limited impact in fueling operational risk. 
However, in combination with internal fraud, the impact 
can be much more severe. E-finance with internal behind-
the-scene operation makes it harder to identify fraud or 
other financial crimes within the organization. Enron 
Corporation’s case perfectly demonstrated the severity of 
the internal and external fraud that resulted in bankruptcy 
of the company. The lack of supervision, ignorance and 
collaboration, led to the theft that worth up to US$600 
million (Jongh et al., 2013). Throughout the operation 
process, fabricated income was used to fund high-risk 
and unprofitable deals under a scheme. With the use of 
the scheme as a channeling tool, the risk was hidden from 
its bondholders and investors (Jongh et al., 2013). This 
resulted a cross-border spillover effect. Investment banks 
which have invested in Enron suffered from great capital 
loss. For example, J P Morgan Chase and Alliance Capital 
Management Holding LLP loss $1.1 billion and $282 
million respectively (Gup and Meeting, 2004). Not only 
United States investment firms were affect but also four 
of Australia’s biggest banks. In addition, Enron being one 
of the biggest energy companies, its bankruptcy impact 
transferred into a minor crisis in California’s energy 
market (Gup and Meeting, 2004). Nonetheless, the lessons 
from Enron Corporation, MasterCard computer virus and 
Canadian banking system teaches us that operational risk 
can indirectly affect (to a certain extent) similar industries 
across countries. The spillover effect of operational risk 
within similar industries can lead to a minor crisis within 
the industry. However, if operational risk arises from a 
financial institution (like in the case of Canadian banking 
system), the spillover effect would be more detrimental, 
especially with the use of e-finance which allows a 
quicker spread of the risk due to interconnectedness. In 
sum, internet and related crimes can fuel operational risk 
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within a firm and can spread the risk over to other firms 
via e-finance’s connectivity. Hence, worse case scenario, 
leading to financial instability or minor crises.
4.  MONETISATION
E-finance did not only improved and increase financial 
transaction quantity but also monetize assets into liquidity. 
As discussed above, greater quantity of transactions at a 
lower cost which resulted a greater market participation. 
Market participation often coincides with a competitive 
economy. That is, when a certain level of participation has 
been reach. Economically speaking, when an economy 
is competitive, supply and demand would be close to its 
equilibrium point. Thus, greater market participation that 
was promoted by e-finance would be beneficial for the 
health of an economy. However, greater transactions also 
meant a rapid increase of liquidity in the financial system 
(Allen, McAndrews, & Strahan, 2002; Zekos, 2004). 
Along with that, e-finance by itself also monetize assets 
into liquids at a rapid speed which further increase the 
quantity of liquidity in the financial system (Ögren, 2009). 
Consequently, in combination from both factors, chances 
of excess liquidity would arise which can be a serious 
concern for the health of the financial system. Indeed, 
throughout historical financial events, one of the key 
triggering element was liquidity risk or the incapability 
of banks in transferring liquid assets to physical money 
in response to market demand (Buckle & Beccalli, 
2011). Thus, one may conclude that e-finance lowers 
the probability of liquidity risk due to its capability in 
generating liquidity. Yet, at the speed of which e-finance 
in monetizing assets into liquidity, over-boiling with 
liquidity can also create asset-price bubble.
Connection between excess liquidity and asset-price 
bubble has been drawn as an uprising key factor that 
triggered recent financial crises. That said, as argued by 
Adrian and Shin (2008), when the quantity of liquidity 
increases, this would impose an upward pressure on asset 
prices. Moreover, when the asset-price increases, this 
would result in the expansion of asset-price bubble. At the 
national level, relatively large asset-price bubble can lead 
to both economic and financial instability or even worse, 
the breakdown of the domestic financial system when the 
bubble burst. However, in the context of e-finance, the 
interconnectedness of the financial system (globally) can 
result in spillover effect (BCBS 2011). Once the spillover 
effect occurs, the impact of the bust would no longer apply 
to a national financial system but a global one. In turn, 
the world would experience a regional or global financial 
crisis. This process of excess liquidity, upward pressure 
and bust of asset-price bubble could be seen in the recent 
global financial crisis. In the case of 2007-8 global financial 
crisis, the main causal factor was the burst of United States 
housing asset-price bubble. Indeed, the burst of U.S. asset-
price bubble was triggered by default borrowers which 
were traced back to credit rating agency. However, the 
intermediate process of securitization (transforming illiquid 
assets into liquidity) was done through the characteristics 
of e-finance (BCBS, 2011). Through this, it is obvious 
that monetization via e-finance do cause excess liquidity. 
More importantly, the interconnectedness generates global 
excess liquidity and a higher possibility of spillover effect. 
Furthermore, the excess liquidity produced by e-finance, 
rapidly inflates asset-price bubbles which makes the 
financial system even more prone to financial crisis. 
Nonetheless, in the context of monetization, e-finance do 
foster a more vulnerable financial environment which in 
turn, making the financial system more prone to crises.
CONCLUSION
E-finance, as discussed throughout the paper, has proved 
to be beneficial for the financial system at the surface 
level. However, the underlying risks of those benefits have 
also raised serious concerns about the financial stability. 
Firstly, the increase in difficulty for regulators to monitor 
financial institutions. Financial regulation, throughout 
financial history, played an important role in preventing 
moral hazard, systemic risk and asymmetric information. 
Secondly, the openness provided by the internet promotes 
financial crimes. Since the core channel of e-finance is 
the internet, security or first-line of defense is needed 
to protect every transaction. However, the openness of 
internet attracts cybercrimes such as hacking which causes 
disruption in transaction process and financial system. 
There are also internal and external fraud which can 
trigger the rise of operational risk. Lastly, the spillover 
effect of excess liquidity which rapidly inflates asset-
price bubbles. Here, e-finance does have a direct affect in 
facilitating vulnerability through the creation of liquidity 
and monetization of illiquid assets. More importantly, 
e-finance generated excess liquidity in the recent times 
was considered as one of the contributing causes of 
2007-8 global financial crisis. Even though, the direct 
or indirect effects of these factors varies but the result 
was the same. That is to say, all of the factors had led to 
financial instability or even a crisis. In sum, e-finance 
does foster a vulnerable financial environment which in 
turn, promotes financial crises.
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